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Digital
Forensics

Objectives I

Upon Completion of this course the student will be able to:

1 Perform the steps included in a digital investigation 3 Perform a forensic investigation on a forensic
from the initial recognition of an incident through image, using various tools to recover evidence,
the steps of evidence gathering, preservation and resulting in a report documenting the investigation;
analysis, and the completion of legal proceedings;

2 Identify important file metadata and apply their use 4 Write professional quality reports that include both a
in a forensic investigation; summary report.
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Course Introduction

Course Coordinator
Dr. Jeetendra Pande

Course starts from July,2021. The exact dates shall be
communicated to registered participants

COURSE FEE

Free

COURSE START DATE
12 July, 2021

COURSE REGISTRATION LINK
https://forms.qle/b68DA6wikJJC5XUE9D



https://forms.gle/b68DA6wikJJc5xuE9
https://www.youtube.com/embed/1Y3Y6lFuxrc?feature=oembed

COURSE CONTENTS

S. No. Module Name Pages
1 Introduction to Digital Forensic 1-28
2 Computer Forensics Investigation Process 1-31
3 Digital Evidence and First Responder Procedure | 1-18
4 Types of Investigation 1-12
5 Understanding Storage Media 1-29
6 Understanding File System 1-20
7 Windows Forensics 1-19
8 Recovering Deleted Files and Partitions 1-15
9 Network forensics 1-17
10 Network Log Analysis and Forensics Tools 1-15
11 Logs & Event Analysis 1-19
12 Application Password Cracking 1-16
13 Wireless Attacks 1-18
14 Web Attacks 1-14
15 Web Attack Forensics 1-15
16 Electronics Mail 1-28
17 Investigating E-Mail Attacks 1-20
18 Mobile Device Forensics 1-20
19 Investigative reports, expert witness and cyber | 1-23
regulations
20 Hands-on Practical Guide 1-21
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