


 

 

 

 

 

Digital Forensics 
Course Developed  

by 

Uttarakhand Open University, Haldwani 

With support  

of 

Commonwealth Educational Media Centre for Asia, New 

Delhi 

 



ADVISORS 

 

 

 
Prof. OPS Negi, Vice 

Chancellor, Uttarakhand Open 

University, Haldwani 
 Prof. Madhu Parhar, 

Director-CEMCA, New Delhi 

 

 

 
Prof. Durgesh Pant, Director- 

School of Computer Science & 

IT, Uttarakhand Open 

University, Haldwani 

 Dr. Manas Ranjan Panigrahi, 

Sr. Program Officer, 

CEMCA, New Delhi 

 

 
  

  



EXPERT PANEL 

 

Dr. Jeetendra Pande, Associate Professor- Computer Science, School of 

Computer Science & IT, Uttarakhand Open University, Haldwani 

 

Dr. Ajay Prasad, Sr. Associate Professor, University of Petroleum and Energy 

Studies, Dehradun 

 

Dr. Akashdeep Bharadwaj, Professor, University of Petroleum and Energy 

Studies, Dehradun 



 

Mr. Sridhar Chandramohan Iyer, Assistant Professor- Universal College of 

Engineering, Kaman, Vasai, University of Mumbai 

 

Mr. Rishikesh Ojha, Digital Forensics and eDiscovery Expert 

 

Prof. S.D. Samantaray, Professor & Head, Dept. of Computer Engineering, 

College of Technology, GB Pant University of Agriculture and Technology, 

Pantnagar, Uttarakhand 



 

Mr. Ketan Joglekar, Assistant Professor, GJ College, Maharastra 

 

Dr. Ashutosh Kumar Bhatt, Associate Professor, Uttarakhand Open 

University, Haldwani 

 

Dr. Sangram Panigrahi, Assistant Professor, Siksha 'O' Anusandhan, 

Bhubaneswar 

 

 



 

 

 

Course starts from July,2021. The exact dates shall be 
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COURSE FEE 

Free 

COURSE START DATE 

12 July, 2021 

  

COURSE REGISTRATION LINK 

https://forms.gle/b68DA6wikJJc5xuE9 

  

Course Introduction 

 

https://forms.gle/b68DA6wikJJc5xuE9
https://www.youtube.com/embed/1Y3Y6lFuxrc?feature=oembed


COURSE CONTENTS  

S. No. Module Name Pages 

1 Introduction to Digital Forensic 1-28 

2 Computer Forensics Investigation Process 1-31 

3 Digital Evidence and First Responder Procedure 1-18 

4 Types of Investigation 1-12 

5 Understanding Storage Media 1-29 

6 Understanding File System 1-20 

7 Windows Forensics 1-19 

8 Recovering Deleted Files and Partitions 1-15 

9 Network forensics 1-17 

10 Network Log Analysis and Forensics Tools 1-15 

11 Logs & Event Analysis 1-19 

12 Application Password Cracking 1-16 

13 Wireless Attacks 1-18 

14 Web Attacks 1-14 

15 Web Attack Forensics 1-15 

16 Electronics Mail 1-28 

17 Investigating E-Mail Attacks 1-20 

18 Mobile Device Forensics 1-20 

19 Investigative reports, expert witness and cyber 

regulations 

1-23 

20 Hands-on Practical Guide 1-21 
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